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Digitization,
Digitalization,
and Digital
Transformation
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I Recap

Digitization/Digitalization/Digital Transformation driving business

Data is the cornerstone

Data proliferation is growing exponentially

Data is at risk

o Stolen

o Manipulated

o Made unavailable
Compliance

o Mandates — PPI, PClI, etc.

o Standards — ITIL, ISO, CoBIT

o Audits — Internal and External

Data Security/Risk Mitigation
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Security by design - Gartner Data Security Framework

People and Process

DSP

(Data Security Platform)

Adjunct Data
Security
Infrastructure

Data Types

Infonomics
Privacy

Data Security Governance

Data Risk Analytics

Tokenization

Database Encryption (Field/Record)

Data Masking
Data Activity Monitoring
Data Access Governance

Data Discovery and Classification

Privacy-Enhancing Encryption (Computationally safe, Homomorphic, Privacy-Preserving)

Data Loss Prevention

Key Management and Secrets Management

File Encryption

—
Data In Use Data at Rest Data in Motion
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Security by Design - Where Thales fits

People and
Process

DSP

(Data Security Platform)

Adjunct Data
Security
Infrastructure
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| Data Security Governance e [
I Data Security !
[ Data Risk Analytics Fabric [
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: Data Activity Monitoring :
[ Data Access Governance [
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Data Discovery and Classification ]

Tokenization

Database Encryption (Field/Record)

Data Masking CipherTrust

Data Loss Prevention Data Security
Platform

Privacy-Enhancing Encryption (Computationally safe, Homomorphic, Privacy Preserving)

Key Management and Secrets Management
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Use cases for data security best practices

PROTECT

CONTROL

| 11 Thales © 2019 Al rights reserved

Automatically discover all unstructured, structured and sensitive data stores

Complete visibility with continuous monitoring, auditing and analyzing of data

Combines key data risk indicators into an actionable view

Encryption, Tokenization, & Data masking
Secure, anonymize, and encrypt data at rest and in motion

Enterprise & Mulficloud Key and Secrets Management
Centrally manage and store cryptographic keys and secrefts

Policy Management
Cenftrally define and enforce data protection policies
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