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PKI| as the foundation of trust

E- GOVERNMENT
PLATFORM

mmmmmmmmmmmmm



Trusted and Secure
Authentication

Trusted & Encrypted
data transmission

Trusted Digital
Signatures
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PKI, a solution for the digital ALTRON
divide
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e (Clearcitizen/ business value
 KPI’s: adoption, fraud

e Mandates forissuance and
Acceptance

* EaseofUse drives Uptake . rEiZl;:tllzlj’Estonia tax, Aadhaar
Examples: elDAS, [TSME \pre ’
subsidies

 Standards & privacy by design
 Selective disclosure & Offline

Sovereignty & governance
e Avoid vendor lock-in
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.  Caia support
E?(ample. Gaia-X, Canada  Example: EU pilots, Australia
pilots DL




Everyone loves their phone UX! -
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ascertia Remote Signing Service
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Welcome back . Wallet jwt signing @ requests
JAN : the following
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Do you wish to authorise?

m National ID

Total Signatures : 1 P —— —
Validity Period : 2025-04-01 06:45:26 / 2025-04-01 07:45:26 E E

Family Name
National 1D Driving License
RGVibyBHAWIKYWS|ZSBED2N 1bWVudA== Given Name

Continue with Unity Age over 18?

date_of_birth

‘O cLouD
o SIGNATURE
ascertia CONSORTIUM

emall_address
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Building on Country Trust Infrastructure

ACCELERATING DIGITAL GOVERNMENT AND ECONOMIC
GROWTH

B i =

DIGITAL TRUST & PUBLIC FINANCIAL
IDENTITY & INTEGRITY SERVICES & SYSTEMS

CREDENTIALS GOVERNANCE

NATIONAL INTEGRITY,

DIGITAL EVIDENCE AND DRIVERS SETTLEMENT,
IDENTITIES,DISTR FRAUD LICENSE, SOCIAL PAYMENTS, TAX

IBUTED IDENTITY, PREVENTION BENEFITS, COLLECTION, VAT
VERIFIABLE CONTRACTING, COLLECTION

CREDENTIALS DISCLOSURE

TRUST INFRASTRUCTURE
PKI, DIGITAL SIGNATURES, TIME STAMPING, VERIFIABLE CREDENTIALS
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Building blocks of National Trust Services
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Strong 2

Mobile Driver’s
License - ‘ E

Clear correlation Authentication
between strong, verifiable Social Benefit Payments

identity and reduction in ' ) . Strong,

attack vectors Decentralised identity cryptographically

verification and status verifiable authentication
assertion for social grants.

Tax >
@ Payments %

Efficient VAT collection,

Contracting
Digitlisation without loss Add verifiable identity e-Tax Filing etc
of legal controls and Legal Entity Identifier credential to payment

uncertainty Issuance of an LEI for rails with privacy

financial compliance and preservation

tax identification

Digital Natural @ |B
. dh
Identity .
. . e ePassport
Biometrically verified, Biometrically verifiable

distributed verifiable Digital Juristic Identity travel document
credential for a natural Distributed verifiable

person credential for a juristic
person.
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Use Cases & ROI X

« South Africa

PKI & E-Government
Implementation:

Revenue Stream

South Africa has integrated biometric Cost savings in administrative processes and Government contracts with private PKI
identification systems with its PKI to secure increased tax compliance providers. (Advanced Electronic Signatures)

digital identities.
Fees for digital ID verification in Know Your

Advanced Electronic Signatures supported by LB (L) e R,

PKI certificates, specific to SA electronic

communications act.

Government ROl with a national PKI shows great benefits as shown in the below countries and their nPKl implementations:
Ref: https://openknowledge.worldbank.org/server/api/core/bitstreams/8626c5c7-f50f-4614-a81d-7a680d5e0648/content
https://www.ictworks.org/examples-african-e-government-digital-services/
https://afripoli.org/what-african-countries-can-learn-from-the-continents-top-performers-in-e-government
https://www.spa.gov.sa/en/N2363772
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 Saudi Arabia
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PKI & E-Government
Implementation:

Revenue Stream

. ) ) ) ) Monetization is achieved through partnerships
Saudi Arabia's PKl is managed by a trusted PKlis used in e-government portals, with private certificate authorities and

entity, a licensed Trust Service Provider healthcare, and smart city initiatives. integration into commercial services.

offering: The system has improved trust in digital Licensing digital signature services to banks,
services, boosting adoption and reducing FinTech’s, and government agencies.

* digital signatures fraud Providing secure digital seals for organizations.

* timestamping

* secure document workflows.

Government ROl with a national PKI shows great benefits as shown in the below countries and their nPKl implementations:
Ref: https://openknowledge.worldbank.org/server/api/core/bitstreams/8626c5c7-f50f-4614-a81d-7a680d5e0648/content
https://www.ictworks.org/examples-african-e-government-digital-services/
https://afripoli.org/what-african-countries-can-learn-from-the-continents-top-performers-in-e-government
https://www.spa.gov.sa/en/N2363772



We are facing an ‘ .
evolutionary change
in digital government.

Let’s talk about how
to deliver a win!

Gerrit Viljoen

gerrit.vijoen@altron.com
Maeson Maherry

maeson@ascertia.com ,
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